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Agenda

Webinar Series

 Standardisation in the water sector: Aitor Corchero, Eurecat, ICT4Water
Cluster, NAIADES

- Smart Water Management: Challenges and Standardisation Prospects:
Ramy Fathy, International Telecommunication Union (ITU-T)

- Agile standardisation for the water domain. Smart Data Models: Alberto
Abella, FIWARE

 Aqua3S Water standardisation actions to support Water Security and
Crisis Management: Philippe Cousin, EGM, AqQua3S
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Agenda

1. Why is important standardization in the water sector?
2. Digital vs Physical Standardization

3. Standardization Landscape Overview

4. Standardization trends in water domain

5. Remarks
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Why is important standardization in the water sector?
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Water use at home

On average, 144 litres (1) of freshwater per person per day is supplied for househald
consumption in Europe. This is almost three times the water requirement established (?) for
basic human needs. A significant part of this water could be saved, just by adopting some
very simple day-to-day practices,

Showering (%) Brushing teeth (*)  Flushing the toilet () Washing dishes () Washing clothes (?)

Ensure responsible
management of water use
towards increasing water

scarcity

Source: EE
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https://www.eea.europa.eu/signals/signals-2018-content-list/infographic/water-use-at-home/view

Why is important standardization in the water sector?
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water infrastructure PURIFICATION
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TREATMENT
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WATER SUPPLY

TREATMENT
AND PURIFICATION

Source: IUCN
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https://www.iucn.org/content/valuing-natures-water-infrastructure

Why is important standardization in the water sector?
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Promote and foster knowledge =SS5
exchange between water and =R
interrelated infrastructures 0% Bag=

ETIP SNET

Source:
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https://www.etip-snet.eu/wp-content/uploads/2018/05/ETIP-SNET-Presentation-27-June.pdf

Why is important standardization in the water sector?
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Engage stakeholders towards
building smart water society
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Source: Water Europe
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https://watereurope.eu/what-is-a-water-smart-society/

Digital vs Physical Standardization Webinar Series

Physical/Infrastructure
standards
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Digital

?
{1"’- Standards
Clb
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Digital vs Physical Standardization

Source: ICT4WaterCluster
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PHYSICAL. Procedures and
methods for ensuring safe and
secure water use and treatment.
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DIGITAL. Methods and

procedures for data exchange

and elaboration of trustworthy
Al
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https://ec.europa.eu/easme/en/news/ict4water-action-plan-implementation-report-now-available

Digital vs Physical Standardization

Source: ICT4WaterCluster
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PHYSICAL. Procedures and

methods for ensuring safe and
secure water use and treatment.

- Infrastructure materials

NOILngyis1a @Y

- Infrastructure safety indicators
and metrics

5/18/2022
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Source: ICT4WaterCluster

DIGITAL. Methods and

procedures for data exchange

and elaboration of trustworthy
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- Newer/novel sensors

- Interoperability paradigms
- IA methods and architectures
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https://ec.europa.eu/easme/en/news/ict4water-action-plan-implementation-report-now-available

Standardization Landscape Overview Webinar Series
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Standardization trends in water domain | . .

Water Standardization Catalogue

Water Standardization Landscape

" The Water Standardization Landscape is a data observatory of current water standards and initiatives related to current interoperability & standardization

-

framework. The Water Standardization Landscape currently stores information about ICT standards, data exchange formats and semantic models. "

A catalogue of water standards
for monitoring current and > v
upcoming initiatives

Key Figures for Water Standardization

Water-SZt"/u1 Architecture-30%
o~ ﬂ/\
___Monitoring-4%
Nexus ‘ Dom =}
‘ N 17 ‘
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Standardization trends in water domain [ . .

Water Standards are moving towards Nexus
involvement.

Key Figures for Water Standardization

Water—54%\ Architecture-30%

I-,,Monitoring—ll%
Nexus Domain

Nexus-17%_—
Energy-20%,/ ’ \APIs-28%

Customer Relationship-7%.
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Standardization trends in water domain | .

In the digital aspect, there are covering all data
value chain and work is pending in trustworthy IA
methodologies.

Key Figures for Water Standardization

Water—54%) Architecture-30%

I-/Monitoring—4%
Nexus Domain

Nexus-17%_—
Energy-20%,/ ’ \APIs-28%

Customer Relationship-7%
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Standardization trends in water domain
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Digital Single Market for Water Services Action Plan

This reference document depicts the EU strategy towards “smart water society” by promoting ICT technology in water domain. In that sense, this
document depicts main strategy in different pillars: (i) Interoperability & Standardization (I&S); (ii) Data Sharing (DS), (iii) Smart Water (SW); (iv)
Cyber-Security (CS); (v) Water & Digital (AW); (vi) Policy (POL); and (vii) Business Model (BM).

SDO: ICT4Water Cluster

Nexus

Detail view and standard

Domain

documents accesibility

+
Boffin
- Beaufort Bay
Sea

Leaflet | © OpenStreetMap contributors
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Remal‘ks Webinar Series

* Standards provides solutions to to ensure water efficiency, quality, harmonization,
safety, transparency and sustainability.

* Open standards provides the engagement of open communities to adopt the
standards.

* Bringing accessibility to standards contributes to their wider adoption and the
generation of newer business models.
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Follow us on social media

@naiadesproject

@naiadesproject

www.naiades-project.eu
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Ramy Fathy
Chairman of Focus Group on Al and loT for Digital Agriculture, and Vice
Chairman of Study Group 20 on loT & Smart Cities from International
Telecommunication Union and executiv e Director, Digital Servicesand QOE,
National Telecommunications Regulatory Authority (NTRA) of EQypt
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Smart city services and infrastructure

L

ZIN
Smart lighting Smart transport
Smart waste Smart water
mManagement Management



Water — Energy Nexus

The water-energy nexus refers to the
water used to generate electricity and to
the electric energy used to abstract,
store, distribute, treat and process water.

Water is used in all stages of electric
energy conversion making power
systems vulnerable to water scarcity and
warming.

‘ 2 |
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Smart farming and agriculture

woow e

Livestock Conservation Smart irrigation
monitoring systems

monitoring

YYS

Plant & soil Smart Rainwater
monitoring greenhouses harvesting systems
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To frame the challenge?

* |oT, Al and other emerging technologies are expected to optimize and rationalize water
abstraction, and distribution, monitor water levels and quality.

* Arethere any associated environmental problems?

* What are the key issues?
o Scalability
o Interoperability
o Viability

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities
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e|oT and SC&C
architectures,
protocolsand
QoS/QoE

e Evaluation and
assessment of Smart
Citiesand
Communities

e Interoperability and
interworkingof loT
and SC&C
applicationsand
services

*Requirements,
capabilitiesand
architectural
frameworks across
verticals enhanced by

emerging DT

e Data analytics,
sharing, processing
and management,
includingbigdata
aspects, of loT and
SC&C

e Study of emerging
digital technologies,
terminology and

definitions

e Security, privacy,
trust and

identification forloT

and SC&C

ITU-T Study
Group 20
loT and Smart Cities
& Communities

Relevant Work Items

* Framework of monitoring of water system for smart
fire protection
» Usecases of loT based smart agriculture

)\ Internetof Thingsand its
Applications
Smart Citiesand
Communities

Africa Americas
Region Region

JR\L)\ Digital healthrelatedtoloT
ey and SSC

New Focus Group

Focus group on Artificial Intelligence (Al) and Internet of
@ Things (1oT) for Digital Agriculture (FG-Al4A)

Arab Region EECAT
Region
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Focus group on Artificial
Intelligence (Al) and
Internet of Things (loT) for
Digital Agriculture (FG-
Al4A)

%‘ WG - Glossary

WG - Digital Agriculture
Use-casesand solutions

WG - Ethical, legal &
regulatory considerations

WG - Collaboration &
0]V} {{-Y-1d)]

Webinar Series

FG-Al4A explores the potential of leveraging Aland IoT for data
collationand handling, improving modelling froma growing volume
of agricultural and geospatial data, to enable effective interventions
related to the optimization of agricultural production processes.

Topic Group on “Georeferenced Data
Management”

Topic Group on “Irrigation strategy and
smart water management”

Topic Group on “Weather modelling and
forecasting”

Topic Group on “Data Science for surface
and underground water monitoring”

/ Al: @ Al and Internet of Things
° for Digital Agriculture

ITU Focus Group

SEEXX

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities



Focus Group on Smart Water Management iEaiiEats

Completed deliverables = FG-SWM was established by ITU-T Study Group 5 in 2013

The Role of ICT inWater Resource = |t completed its activities in March 2015

Management » During its tenure, it focused on:

> |dentifying water-management ICT applications and services with the

o8 Smart Water Management
- Stakeholders Map potential to ensure interoperability and the benefits of economies of
scale
Smart water management project . . ) ) )
» Developing a set of methodologies for estimating the impact of ICTs

classification
on water conservation.

Smart water management : : L
@\ e e e » Drafting technical reports that address standardization gaps and
TSR O identify new standardization work items to be taken up by its parent

group, ITU-T Study Group 5

2 Technical report on the KPI to assess
the impact of the use of ICT in SWM

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities



Focus Group on Environmental Efficiency
for Artificial Intelligence and other Webinar Series

Emerging Technologies (FG-AI4EE)

# DELIVERABLE TITLE SCOPE TIMELINE LEADER
Technical Guidelines on the Environmental This guidance document is intended to support researchers Tobe completed by Dr Ramy Ahmed Fathy
report Efficiency of 5G Usage in Smart and practitioners in measuring and improving the Nov. 2022 Co-Chairman, Focus Group on Al and
D.WG3-6 Water Management environmental efficiency of loT technologies, in particular 5G loT for Digital Agriculture (FG-Al4A)

connectivity in water management systems.

The requirements, recommended processes, best practices
and other considerations regarding the measurement and
verification of environmental impact/efficiency contained in
this document are developed based on inputs from leading
academic experts and industry leaders. These requirements
provide general guidelines applicable to the use of loT
connectivity of 5G. Other stakeholders may also utilize this
guidance to gain new understanding on the environmental
impacts from the use of Internet of Things (loT) and 5G to
connect and enable further networked sensors and
applications to manage water supplies and reduce water loss.

Call for Contributions open

First draft available on FG-AI4EE
SharePoint (mailing list access required — see next
slide)
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https://extranet.itu.int/sites/itu-t/focusgroups/ai4ee/input/FG-AI4EE-I-097.zip
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United 4 Smart Sustainable Cities

11 SUSTAINABLE CITIES

o— —0
AND COMMUNITIES o= -0
E |I:I=_|
Al =l _
g l==l==l=5)
. Building Urban Economic ive Fi i
City Platforms : _E : Innovative Iimancmg f‘"
Resilience at City Level  Smart Sustainable Cities
Projects
@ nnnnnnnnnnnn :@) F\:T'ﬂl and Agn(ull‘me Organization S
R e ECLAC ot .
{73} United Nations N ﬁ UN@} $
@I'cnu.mm(‘nnmnm..“ for Africa @ UNECE == environment I i i i i i i I
bor—— ooy — : 5 al
@ © - UNGHABTAT G -—-&}-—
@ | Artificial Intelligence in Procurement for Smart Digital Transformation for
@UANHISO Ny woNE @) Cities Sustainable Cities

People-Oriented Cities

5/18/2022
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Supporting
Digital
Transformation
for Cities and
Communities

Internsionsl Telecommunizaticn Uricn

Toolkit on Digital Transformation for

People-Oriented Cities and Digital Transformation of Cities and
Communities

User Guide

UNSHABITAT

{a)unece 6B
i W A A @

a o e,
ammen

=
-
Enﬂia
Digital Transformation of Cities
and Communities

(=]

Accessibility and Digital
Inclusion

000
Developing a Digital Data Processing and
Transformation Strategy Management
Reduce the Environmental Smart Energy
Impact of Cities Management

00000

4IR and Smart
Manufacturing

https://toolkit-dt4c.itu.int/
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Connectivity, Digital Divide and
Digital Inclusion


https://toolkit-dt4c.itu.int/

Thank You!!

A
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e Shn

tsbsg20@itu.int
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Alberto Abella
FIWARE
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Agile
standardization for

W& | -
\ the water domain. B
Smart Data Models '

Alberto Abella, FIWARE Foundation
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Agenda

1. Why do we have to standardize?

2. What is agile standardization?

3. Smart Data Models Program. Agile standardization in practice
4. Current status for water domain

5. How to participate in it
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Standardization: Concept Al
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Process Consensus

Well defined and documented Between the different agents of

the standard. It requires large
amounts of time.

Standard

Technical definition

The standard finally is a technical

document. Itis not a requirement
. . |
to have implementations or

examples.

Standardizationis the process of implementing and
developing technical standards based on the consensus of
different parties that includefirms, users, interest groups,
standards organizations and governments

NAIADES Webinar #7: Standardisation in the water sector: challenges and opportunities
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Standardization: Limitation in digital markets &

Webinar Series

Process Consensus

Standards are frequently not

The production time of the
open

standard could make it
irrelevant for the market.

Hardly defined on demand
Standard

\J

Technical definition

Testing the standard against use

cases frequently reveals flaws or
improvements

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities



Standardization scenarios at digital markets G
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Jungle g EleE eI CTR TSy - “Adopted Standard Public regulation |
No actual standards market
Mandatory
Each user/maker create their Not open licensed e o

winningonein the

own : .
competlng scenario

Do not provide details
Generated by incumbentsin

Full incompatible formats the market Occasionally released as D|ff§rent admlnlstr.atlons
differentregulations

open from incumbent to

Need ‘translators Coqld Ibe_nojc clo_mPIete co |
__________Jungle [@SSSCompeting Adopted Standarc | Public requlation
Cost of definition Implementations are not

Cost of the standard Focus on the business compatible

Costs of translators problemsnotinthe
Cost of translators technology to access data

Costs of translators

ot of

Cost of data acquisition
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Agile Standardization Al
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Standardization driven by use cases
Limited consensus

Agile versioning (not backwards incompatibility)

Not full descriptive documentation

Complementary of classical standardization

NAIADES Webinar #7: Standardisation in the water sector: challenges and opportunities



Agile Standardization
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Market Speed Timeliness
Standardization can be done Provide an lmmedlate cuasi
simultaneously to project standardization based on first use

A/

cases. Evolution as quick.

execution of R+D projects. '

Examples
Having actual examples allow

shorter discussions ‘

Content | —
Include technical definition, examples, exports, shorter discussions, documentation translated

Adoption

Not reinventing the wheel for
those cases when open and
adopted standard exists

NAIADES Webinar #7: Standardisation in the water sector: challenges and opportunities




Agile Standardization Al
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| Standardization |
months/years bodies

asap

days

Agile standardization

months
Current

markets

Interoperability at API level and data model level.
Disruptive process of generation of standards (data models)
Specially suitable for digital economy (data economy)

Research
projects

NAIADES Webinar #7: Standardisation in the water sector: challenges and opportunities



What is the Smart Data Models Program C
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°

Y | @
actosa oo & FILUARE S¥IUDX OB@OG iforum

o

+ 73 0rganizations

= Smart Data Models is a collaborative program to provide data models
a. multisector

b. agile standardized
c. free and open-licensed data models
d. based on actual use cases and open standards

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities




What is the Smart Data Models Program A

/ Interoperabm = Smart Data Models

Webinar Series

Semantic (Smart Data Models) a. Provides serialization of data models
: : b. Provides definitions
APl (NGSI) c. Provides data types for the attributes

d. Provides 6 languages documentation

= NGSIstandard
a. Fully open standard

b. Several software implementations
c. Lifely ecosystem of Software packages
d. Open standardization by ETSI

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities




Contents: General Structure
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B B e 1t

o | ][] (] o = Smartdatamodels.org
e e = * Main site with updates
e e s | = Services for the contributors
l:.li.i_JLJa_ﬁl.l.]dEI of the day :ﬁﬂ o

3¢
%3 o WARE, A Foram, CATC and then 1) 5000 P adopnon of (Omemon (orparie S5 modesy 31 3nart hom

& 1 s >y W O

ROwrview O deposaoes B [hoen O Mouges % 1 R Pege ¥ 8 Sy

- .. = Smart-data-models.github.com
T SR | = Repositories (55) for all the elements of the data models
e . .
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Contents: Structure of repositories
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Data models are published on github

7 https://[smart-data-models.github.com

Data models are group in subjects

Each subject is an independent repository

Repositories Each data model is a folder |

Inside there are all the documents of the data model,
specifications, examples, exports, adopters, etc.

Incubated repositor

- - — — — — - — = — — — — — = =

"\ Forthose data models ‘in definition’

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities



https://smart-data-models.github.com/

Contents: Structure of repositories

Contents

Documented definitions of attributes

Entity: RevenueCollection
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Data Model description of properties
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Example payloads
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Markdown
o English
o French
O German
O Spanish
o ltalian
O Japanese
Swagger

openAPl 3.0



Contents: Examples and exports Al

/ Conten}
[Examples }
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example-geojsonfeature.json - J son

example-geojsonfeature json.csv

Jsonld
= CSV
Geojson feature

example-normalized.json

example-normalized.json.csv

example-normalized.jsonid

example-normalized jsonld.csv DT D I—

... others to come (SQL)

example.json

example.json.csv

example.jsonid

0D DD O

example.jsonld.csv
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Contents: Single

Source of Truth

Contents

Schemas for data validation

5/18/2022
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"Sschema”: "http:s/)son-schema.org/schemas",
"SschemaVersion": "8.8.1",
"modelTags": **®

"Sid": "https:/Ssmart-data-models.github, lo/dataModel .Environment /SeaConditions/schema. json™,
“title®: "5Sea Conditions schema®,

"gescription”: "This entity contains a harmonised geographic description of sea conditions”,
"type": "object”,

"allof=: [
{
"Sref": "https://smart-data-models.github. io/data-models/common-schema. jsond/def initions/G5MA- Commons®
¥
{
"Sref": "https://smart-data-models.github. lo/data-models/ /common- schema. |sond/def initions/Location-Commons™
b
{
"properties": {
"type": {
"type": "string",
“emm": [
"SeaConditions®
1.

"dgescription”: "Property. NGSI-LD Entity Type. It has to be SeaConditions®
¥
"wavelLevel®: {
"rype": "number”,
"minimm": @,
"maximm": 9,
"gescription”: "Property. Model: 'https://schesa.org/Nusber’. Units:'Douglas $ea scale'. It indicate
b

"surfaceTemperatura" {

Json schema format

: challenges and opp
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= Demo
= Main site: smartdatamodels.org Example payload
a- SearCh data mOdEIS Link {"id":"waterqualityobserved:SeviIIa:D1",
"type": "WaterQualityObserved",
b. Search attributes. Link messuranc TNO3, 000 W, Contentaton o
Nitrates"],
c. Draft a data model. Link B
. "coordinates": [-5.993307,
d. Get examples. Link 573628811

I
"temperature": 24.4,
"conductivity": 0.005,
"pH": 7.4,
"NO3":0.01

}

https://raw.githubusercontent.com/smart-data-
models/dataModel.WaterQuality/de6371e975d2c73b7ydsbodo77daaf7a
dbgfaz8ca/WaterQualityObserved/schema.json

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities



https://smartdatamodels.org/index.php/ddbb-of-properties-descriptions/
https://smartdatamodels.org/index.php/list-of-data-models-3/
https://smartdatamodels.org/index.php/generate-you-schema-out-of-your-payload/
https://smartdatamodels.org/index.php/generate-a-ngsi-ld-keyvalues-payload-compliant-with-a-data-model/

Contents: Water data models a

Webinar Series

Available subjects (35 DM) Related (32 DM)
e OpenChannelManagement e Weather

e WasteWater e Social Media
e WaterConsumption e Risks

e WaterDistributionManagementEPANET e Satellite imagery

e WaterQuality e Device

e Open Connectivity Foundation

Incubating

e \Water Distribution

NAIADES Webinar #7: Standardisation in the water sector: challenges and opportunities



https://github.com/smart-data-models/dataModel.OpenChannelManagement/tree/9251b8faefb0d793210f8e717e3964a10838b1bc
https://github.com/smart-data-models/dataModel.WasteWater/tree/edd01c59582e400a029ea2b0c4264d06c98115da
https://github.com/smart-data-models/dataModel.WaterConsumption/tree/1e34f95195dcfa921945b2a92d061931d66c3aba
https://github.com/smart-data-models/dataModel.WaterDistributionManagementEPANET/tree/1bce3374083fc0ae8daffdc191bc359a7e7b0004
https://github.com/smart-data-models/dataModel.WaterQuality/tree/de6371e975d2c73b7d4b0d077daaf7adb9fa78ca
https://github.com/smart-data-models/dataModel.WaterDistribution/tree/fc2ac62b91abb18739da923e006077d9342bdd05
https://github.com/smart-data-models/dataModel.Weather/tree/f812ca923e184bb17b20efa34d20f0cb246ea282
https://github.com/smart-data-models/dataModel.SocialMedia/tree/4b2dabbfa4c85af6b3f34b3f5feef9bfafbf71cc
https://github.com/smart-data-models/dataModel.RiskManagement/tree/aadf0d94bf87abab3e69ee5e371f82130c10a68d
https://github.com/smart-data-models/dataModel.SatelliteImagery/tree/a3cdad5b1fffca7ef2d575f2cf5bf34d60345760
https://github.com/smart-data-models/dataModel.Device
https://github.com/smart-data-models/dataModel.OCF

Current status (domains, subjects & data models)

Smart Energy %, Smart En\;r‘onment
l I
Smart Sensoring 138 Smart Aeronautics 13
Smart Cities | Smart Robotics |
SIS | 12 |
Cross Sector 69 Smart Destination 11
Smart Water | Smart Manufacturing |
25 | 2 |
nJ Smart Agrifood 24 UL Heazlth

Updated 12-5-22
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Current status: New subjects new data models

SU beCtS (Groups of data models)
2200 ,, 793 Official

A Smart Data Models
1 | AutonomousMobileRobot 95 on the queue to be accepted

IT

STAT-DCAT-AP

Incubated
Transit Management
Verifiable Credentials

OCF GSa1 mapping
| CPSV-AP
si Digital Innovation Hub OSLO (transport)
Vineyards (Agri)
| ccve

n Unmanned Aerial Vehicle Vessel
>

= 8

Updated 12-5-22

&) FIWARE
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Contributors and dissemination

114 active contributors Contributors belong to 73

different organizations

Every term in data models has

an associated page
https://smartdatamodels.org/term

224 contribution in data Terms available for search
models 18.005

22 services to contributors in Documented adopters 108
data models

Updated 12-5-22

5/18/2022

NAIADES Webinar #7: Standardisation in the water sector: challenges and opportunities

Google finds 618 pages in
smartdatamodels.org


https://smartdatamodels.org/term

How to participate

Webinar Series

CONTRIBUTING

e Contribution manual. Available at https://bit.ly/contribution manual

® Learning zone. (videos + tools)

CONTRIBUTION AGREEMENT

e Mandatory for accepting contributions and release them with open license

SUPPORT

1. Open sessions available for booking https://calend.ly/smartdatamodels Start data model/s
2. Button for announcing new drafted data models for community
3. Slack channel (smart-data-models.slack.com) Data Models in progress

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities



https://bit.ly/contribution_manual
https://smartdatamodels.org/index.php/learning-zone/

Other FAQ A

Webinar Series

Can | use these data models for free?
e Absolutely. They are open-licensed allowing you free use, modification, and sharing.

Where do these data models come from?
e They are based on real case scenarios or mapping of adopted and open standards

Do | have to use the FIWARE platform or the NGSI standard to use them.

e Not at all. They are compatible with it but we also export in several other formats (JSON, JSON-LD,
CSV, DTDL, etc)

My organization is willing to be part of the Steering Board. What do | need to do?.
e A MoU is required and it is possible to collaborate globally or for some of the domains (environmental,
robotics, etc). Let's start with a mail at info@smartdatamodels.org

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities
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Philippe Cousin
EGM, aqua3s

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities




(.

Webinar Series

Aqua3s Water
Standardisation actions to

A0 1 support Water Security S

and Crisis Management

Philippe Cousin, EGM, aqua3s



First : what is water security?

Webinar Series

At an intuitive level, what aspect of the water could represent
an "hazard” against “my security”?

4" By
Y R l{? ’ Yo % 1
Waterborne diseases Floods, effects of cllr.nate change _| L Low .efﬁ.cnen.cy, Leakages on _
on the hydrological cycle distribution networks

Pollution & contamination, Water scarcity, droughts High operation and maintenance
Bad quality costs, disrepair and service failure

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities




What is water security?
The official UN's definition

————————————————————————————————————————————
h . “The capacity of a population to safeguard sustainable access to adequate
W at ] S quantities of acceptable quat ly water for sustaining livelihoods, human
- |I beil g, and socio-economi against
WaterSecurity? oo
> E(osysmns ina dimate of peace and political stability."
Working definition, UN-Water, 2013

“The capacity of a population to safeguard

sustainable access to adequate quantities and .T_ BN TRANSBOUNDARY
. . GOOD o COOPERATION

acceptable quality of water for sustaining il | SR
livelihoods, human well-being, and socio- ==

DRINKING WATER AND
HUMAN WELL-BEING

ECONOMIC
ACTIVITIESAND
DEVELOPMENT

Adequate water supplies are available
for food and energy production,
industry, transport and tourism.

against water-borne pollution and water-related
disasters, and for preserving ecosystems in a
climate of peace and political stability.” [UN,
2013]

1
1
1
1
1
1
1
1
1
1
1
, economic development, for ensuring protection
1
1
1
1
1
1
1
1
1
1

1
1 \ | 2 WATER-RELATED HAZARDS
PEACE R s
N D 2:;3;3?1 \\;I:Ll:‘ding floods, droughts
POLITICAL
STABILITY

The negative effects of conflicts are

avoided, including reduced water quality

and/or quantity, compromised water infrastructure,

human resources, related governance, and social or political systems.

Water is central to achieving a large! e of e
UN-water supports the inclusion of water security in the post-2015 development agenda as part of the Sustainable
Development Goals.

A unique EU regulation dedlcateq to w.a!gr security (i.e. e
which alone encompasses all this definition) does not et
exist! o

NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities



Water Security in EU regulation

there are different directives related to one ore more
aspect(s)

Webinar Series

access toadequate quantities and —
acceptable quality of water \\

_--"‘———__

* The Floods Directive (FD, 2007/60/EU)

* The Drinking Water directive (DWD, 98/83/EC )

* the DWD amendment 2015/1787 * Directive of European Critical Infrastructures
* Rigth2water initiative and the update of DWD (2020/2184) (ECID) (Note: not directly applicable to distribution
network yet)

e Groundwater Directive (2006/118/EC )

Different aSEECts e Water Framework directive (WFD, 200/6OEU)

”

Protection against accidental or

maliciousthreats/l/.

preserving ecosystems and e

N environment '
R’““—H__.______‘_‘_‘_-_ /—/

* Directive on security of network and information e Water Framework directive (WFD, 200/60/EU)
systems(NIS) e Groundwater Directive (2006/118/EC )
e Directive of European Critical Infrastructures (ECID) (Note: * The Floods Directive (FD, 2007/60/EU)
not directly applicable to distribution network yet ) e Environmental Quality Standards Directive (2008/105/EC)
* Proposal for a Directive for the resilience-critical-entities e |PPC Directive
e Proposal for arevised NIS Directive (NIS2) e Seveso Directives

* The Urban Waste-water Treatment Directive

5/18/2022




Water Security in EU regulation
... but there are also many targets ...

Webinar Series

Water supply & distribution

networks \\
~—
e The Drinking Water directive (DWD, 98/83/EC ) * The Floods Dire.ctive. (FD, 2007/60/EC)
e the DWD amendment 2015/1787 * Groundwater Directive (2006/118/EC )

e Water Framework directive (WFD, 200/60/EC)

e Rigth2water initiative and the update of DWD (2020/2184)
* Nitrate Directive (91/676/EEC)

e Directive on security of network and information systems(NIS)

e Directive of European Critical Infrastructures (ECID) (Note: not
directly applicable to distribution network yet )

* Proposal for a Directive for the resilience-critical-entities

Proposal for a revised NIS Directive (NIS2)

Human health & safety ) Main direct

‘ Environment (Urban, natural etc.) }
— e target(s) \“\mh.__ -

* The Drinking Water directive (DWD, 98/83/EC )

* the DWD amendment 2015/1787

e Rigth2water initiative and the update of DWD (2020/2184)
* The Floods Directive (FD, 2007/60/EC)

* Seveso Directives

* Nitrate Directive (91/676/EEC )

* Nitrate Directive (91/676/EEC )

* Environmental Quality Standards Directive (2008/105/EC)
* Groundwater Directive (2006/118/EC )

* |PPC Directive

* Seveso Directives
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Water Security in EU regulation

Webinar Series

... as well as actors involved!

ater utility, water supply networ AN
manager

* Emergency chain
Management of the network * Redaction of sectorial plans & definition of measures

* Implementation of directives (i.e. DWD) * planning
e Redaction of sectorial plan SOme O'f the WS ACtOrS

* Monitoring

* Definition of emergency protocol

—

Environmental Agencies & Wate

authorities //
!"--..__________

* Implementation of directive (i.e. FD, FWD)

* Redaction of sectorial plans & definition of
measures

* Environmental Monitoring

* Management of water bodies

| Security forces

k1

\v/,/

* Emergency response e planning
* First aid K Civil protection, first responder
* Definition of emergency protocol "
Health care operators

Emergency response
e Definition of emergency protocol

\:\\

* monitoring * Emergency response
e First aid e First aid
* Definition of emergency protocol

5/18/2022



Water Security in EU regulation
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Synergies? Coordination? Contrasts?

e @ W

s
rinking Water _»  WaterUtility

water ~ distribution -~
directive & Supply *""‘: S.
. | > Local

~~._government

4

\
Water . S .
— . Civil

framewor : ] _ :
Protection

k directive

A Water ,
‘W’ Authority -~

Watersecurity regulation

Floods
Directive

“\1 Health care
~__operator __—~
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Market feedback from aqua3S survey

Water security appears as a concept too wide and complex to be regulated by
one single Directive.

Nevertheless, there is the need of a common legislative instrument that is
explicitly address to the water security as a whole, to create or strengthen
connections between the water security directives.

A specific focus should be given on issues as: the roles of different actors, the
coordination of different planes, how the various actors involved have to
conciliate the different, and in some cases even contrasting, needs, at every
scale and also in emergency

The Introduction of sectorial regulation or guidance specific for the water
distribution networks and for the water bodies, to integrate the aspects of water
security which are currently treated by generic or not water-centered
regulations (i.e. cyber security.)

Provide to the technical staff of the water security sector (i.e. water utility
operators) a guidance about international standards, new technologies and
procedures and their relationship with regulation

Water is still freated mostly as a ‘technical matter’ by most of the actors. The
proper emphasis should be given to issues as the inclusion of marginalized
categories, the transparency to the Customer, raising the awareness of water
supply operators about the legal and ethical implications for the service they

are providing
m NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities
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T9.1 Survey Poll about legal framework
regarding water security

aquass: ies to integrate innovative technologies for
Safety and Security in existing water networks.H2020-SU-SEC-2018: Pre-normative research
and demonstration for disaster-resilient societies.

aqua3s$ project has received funding from the European Union's Horizon 2020

research and innovation programme under grant agreement No 832876.

¥
K,

AQUA3S

T



Standardisation in Water Security

Highlights & Main Achievements BUROPEANSTANDARD

» Collective water-related projects coordination on digital e
standards through ICT4WAter and aqua3S contributions

> |dentification of 4 key standards (i.e., EN15795, EN

Supersedes BN 15573-1:2011

English Version

Security of drinking water supply - Guidelines for risk and

17075, TS 17091, ISO/TS 16489) and market gaps (onnon- Pl ...~ e et
digital standards)
» Liaison established with CEN TC 164 , CEN TC 230, CEN ‘
TC 391 S ——— i
> First market feedback with a first webinar Water security plan B {4 TEchNICHL aEhts
Ongoing: f S i e
> Bottom-up actions : new market oriented E =
workshops/webinars C - ij;m
2022 to continue identifying gaps — e
» Top-down actions : e rn e
= Contributions to CEN TC 164 on EN 15795
= Conftributions to CEN TC 230, TC 391 T——
= Cooperation with ERNCIP on standards for water Europ.e.an reference Network _ el
security plan for Critical Infrastructure protection = -

» Feedback to EC/EU groups on Strategy and policy-
making from feedbacks identified
» Paper on standardization findings in 2022

m NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities




5
Feedbacks from workshop AIAD
aqua3S- ERNCIP-CEN TC 164 -4th nov 21 Webinar Series

WORKSHOP
Standardisation needs for water security AGENDA
- {00 _ . 10:00-10:20 Setting the scene e EC DG Home representative
On-line 4th November 10:00 - 12 :00 « ERNCIP & aqua3S

10:20-10:45 Security of drinking water supply ¢ CEN TC 164 - Status of standard
— Guidelines for risk and crisis EN 15795 — Frenz Peter
management e« CENTC 391 (TBC)

10:45-11:00 Water Security Plan: A guidance | ERNCIP TG Water

towards a resilient drinking water
supply against chemical and
biological threats

11:00-11:45 Open discussion from attendes | Moderator from aqua3S (P.Cousin)

« Why we need a guideline

e What are the issues ?

Do we need to contribute to
EN15795 standard

11:45-12:00 On-line survey aqua3S

conclusion

Attendees will be asked to give their opinion on the level of details
of the Water Security Plan and on the needs to contribute with
more details to CEN EN 15795

69 | NAIADES Webinar #7: Standardisation in the water sector: challenges and opportunities



Lesson on two main standardisation issues to
address

Webinar Series

LEVEL OF DETAILS NEEDED: Trade-off between standards with high level or very detailed
descriptions. “evil is in the details “ different opinion between small or large stakeholders

« Standard EN 15975 ( CEN TC 164)

Security of drinking water supply — Guidelines for risk and crisis management
« Standard CEN TS 17091 (CEN TC 391)

Crisis management - Guidance for developing a strategic capability

INNOVATION : Take into accountinnovationsin new technologiesto ensure high level trustability of the

information in particular when related to crisis managementor public safety. Issues on tempo between long

standardisation process and fast technologies development

« Standard EN 17075 (CEN TC 230 WG4)

Water quality — General requirements and performance test procedures for water monitoring
equipment — Contfinuous measuring devices
« ISO TS 16489

Water quality — Guidance for establishing the equivalency of results .

Experts are contributing to CEN Working groups
NAIADES Webinar #7: Standardisation in the watersector: challenges and opportunities
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Panel discussion
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wrap-up
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Follow us on social media

@naiadesproject

@naiadesproject

www.naiades-project.eu




